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Abstract: Blockchain technology has been the topic of several recent studies in area of
accounting and auditing. These studies explored the potential of blockchain on changing the
traditional approach to accounting and providing more secure and efficient methods of
bookkeeping. Results of these studies suggest that the blockchain has the potential of being a
powerful tool or even something disruptive in sector of accounting, auditing, and
accountability. Blockchain can significantly increase trust, transparency, and accountability
since its nature of decentralized ledger system and the cryptographic algorithms under the
system. These studies also suggest that blockchain has the potential to tackle fraud in
accounting activities, which is always a challenging topic in accounting industry. Current
focus of blockchain research in accounting, auditing and accountability is about exploring
blockchain’s positive impact on accounting industry, especially on trust, fraud detection, and
the design of accounting systems.
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1. Introduction

Recently, the blockchain gained attention since it has potential value of application. Satoshi
Nakamoto [1] first introduced the concept of the “Blockchain”. Blockchain is decentralized ledger
used to record transactions and make sure that it’s transparent, secure, and impossible to be changed.
Blockchain’s most pervasive application is the cryptocurrencies like Bitcoin, ETH, DOGE and SHIB.
However, blockchain has potential on various industries. There are several representative applications
of the Blockchain on accounting, auditing, and accountability:

(1) Digital Record Keeping. Blockchain can store and manage the digital records of transactions,
contracts, and invoices, provide secure and unchangeable system of record keeping, increased the
accuracy of bookkeeping and decreased the possibility of fraud and error. Not only financial
transactions like bitcoin, but also supply chain management, medical records, or legal documents.

(2) Fraud Detection: Blockchain can detect fraud through evaluate whether a transaction met the
rule of blockchain or not. Illegal transaction cannot be recorded into the block. Blockchain can create
immutable and transparent records to help fraud detection. Since blockchain record every transaction
in real-time, it will increase the efficiency and effectivity of fraud detection. Besides, through analysis
of much structural transactional data, machine learning algorithm can identify patterns and anomalies
in data that will indicate activities that may have fraud or error.

(3) Financial Auditing: it can provide secure and unchangeable transaction recording and help to
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automate the auditing process, with lower cost and increased accuracy. Furthermore, blockchain can
enable auditors to have access to financial data from multiple sources in real-time and then improving
their ability to monitor financial activities, detect fraud, and improve the quality of audit work and
reports.

(4) Public Financial Transactions: create a transparent, secure, and unchangeable system of
government financial transaction, provide increased accountability and reducing the risk of fraud.

Another possible application is distribution of public benefits and subsidies. By using blockchain,
governments can create a secure and transparent system to distribute fund to target persons. They can
reduce fraud and embezzlement and make sure that the fund can be distributed to eligible persons.

(5) Trust, Credibility and Costs of Transactions: Record all transaction and unchangeable, easier
to verify whether a transaction have problems or not. An illegal transaction cannot be included into a
block.

(6) Supply Chain Auditing: through creating immutable record of transactions within the supply
chain, provide accurate trail of different transactions. Help to increase accountability and reduce risks
of fraud on the supply chain.

(7) Blockchain-based Digital Identity: create a secure and decentralized digital identity that can
be used to verify individuals and organizations involved in transactions, reducing the risk of fraud.

(8) Cross-border Payment: facilitating cross-border payments, reducing the need for
intermediaries, and increasing the speed and security (since there are no intermediaries) of these
transactions.

This literature review mainly discusses three new potential applications that have extensively
studied in the academy of accounting, auditing, and accountability: new methods of record-keeping,
tackling fraud and increasing on trust and credibility of the audit process. As a distributed ledger
technology, it enables the security and transparence of record-keeping process through cryptographic
algorithms and consensus mechanisms. The decentralized nature of blockchain means that users need
to report their transaction to every node and the content of blocks is hard to be change, it increased
trust and credibility of information recorded.

2. Application and Risk of Blockchain to the Accounting, Auditing and Accountability

This article provides a review of the accounting blockchain literature, with a focus on blockchain’s
applications and risks on the field of Accounting, Auditing and Accountability, this review identifies
four main areas: (i) new method of record-keeping; (ii) new ways of tackling fraud; (iii) trust and
credibility of the audit process; (iv) potential risk of blockchain on accounting on Accounting,
Auditing and Accountability, and its potential risks.

2.1. Blockchain’s Inspiration to New Method of Record-keeping

when people have deeper and deeper understand about the blockchain, new method of record-keeping
is unavoidable. Schmitz and Leoni [2] propose a research agenda for the influence of blockchain on
trust and credibility of the accounting and auditing sector. This literature review provides a series of
interesting points: Blockchain can accelerate the automation of the accounting and auditing work,
improve the timeliness and accuracy of accounting information, and provide new alternative choices
for accounting and auditing systems. However, it has the risk of replacing accountants and auditors’
jobs, besides, the threat to the tradition of accounting and auditing also brings new potential problems.
the field of accounting has been tackling this problem from several years, a little bit late.

One paper [3] also mentioned similar viewpoints, but more radical: Blockchain’s influence on
accounting and auditing sector is disruptive, these days, most of CFO's exposure to the blockchain
mainly in payments and banking sector, tracing blockchain-based cryptocurrencies, for example,
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Bitcoin and ETH. However, blockchain’s nature is an open, trusted, and easily accessible ledger
system, which means it directly speak to the financial reporting community, this increased its effect
of disruption.

This article also includes an interview with Jon Raphael. He was the chief audit innovation officer
of Deloitte (at the time of this paper finished). Jon mentioned that to some extent, blockchain is similar
with the Internet, after it was invented, it initially used inside organizations before its popular among
the public. When it reaches scale, it can also have greater impact on the way of transaction recorded,
and on value’s transfer and evidence. Besides, Blockchain can record structural data that can be used
by Al and Big data. Finally, all information recorded in blocks is open to all participants, it’s a key
advantage (this will be mentioned again in part 2.3 and 2.4).

The blockchain will also provide new thinking on triple-entry accounting [4] since it can act as a
perfect third party that is transparent and cannot be modified. This will be explained in next part, the
new way of tackling fraud, since it relates to fraud tackling more.

2.2. Blockchain Provides New Ways of Tackling Fraud

It closely connected to potential improvements of record-keeping system, but | will focus on fraud
tackling in this part. ljiri [4] firstly introduced the theory of triple-entry accounting that can prevent
fraud in accounting and auditing process: traditional double-entry bookkeeping can be extended to
include a third dimension; he also calls this “momentum accounting." It’s lan Grigg’s paper [5] that
expanded the concept of triple-entry accounting. Chen Tianhao [6] linked this concept with the
blockchain since its nature of recording all transactions in blocks that transparent and cannot be
changed, blockchain is a perfect third dimension in the triple-entry system that preventing the fraud
in accounting.

Chen also analyzed the case of Luckin coffee from the perspective of fraud triangle. Blockchain
can break both 3 angle of the fraud triangle: Motivation, Opportunity and Rationalization. First, in
this case, the author also compared the difference of typical ERP and the audit base on blockchain.
Luckin recorded information of transaction under a traditional ERP system. Since a traditional ERP
system is centralized (controlled by top managers), it’s easy for management to change the accounting
information, that is fraud. In the contrast, blockchain (and systems that based on it) is decentralized,
which means manager should control over 50% of nodes on the blockchain, it very difficult so that
one angle of the triangle, the motivation, will be broken. Secondly, since blockchain is linear
transaction database, the data can only be upload by appending, while typical ERP is a rational
database which provides more direct methods of adding, updating and deleting data. Under
blockchain’s linear nature, all invoices inside the firm are consecutively numbered, there are less
opportunities of fraud. Finally, combining blockchain with other technologies like Al, big data, etc.,
build an automated accounting system that rely less on people is possible, under smart contract that
based on blockchain and Cryptography, the accounting process rely less on people, the leg
“rationalization” of the triangle will also be cut down.
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Figure 1: The fraud triangle and how the blockchain can break all its 3 angles [6].

Another paper [7] proposed that under the blockchain the decentralized way of storing data, has
potential to replace the typical ERP accounting system since the right to verify transactions, storage
data, and organizing will be distributed over every node (every participant or computer in the
blockchain system called a “node”) in the blockchain system, which could diminish a single node’s
risk of fraud or error. The traditional ERP system usually regarded as a safe system since a modern
ERP can prevent attack from outside the organization, but in this case, the fraud problem is from the
internal, the managers, traditional ERP cannot control the manager since they have the highest access
to the system.

Blockchain is also the perfect tool of forming a platform that firms can share information
voluntarily on it. This will decrease the possibilities of error or fraud on accounting information and
improve the quality of accounting information, then facilitate the trust and credibility of audit process.

2.3. Blockchain’s Improvement on Trust and Credibility of the Audit Process

Blockchain provide transparent and immutable recording of transactions and contracts.

With the development of Blockchain technology, there are 2 kinds of typical blockchain was
developed: permissionless and permissioned blockchain [8]. Different blockchain will have different
improvements (and challenges) to auditors [9]. For example, permissionless blockchain will provide
following opportunities to auditors: they can audit transaction records on the blockchain; develop
new method of audit for items and their transactions on the blockchain; check the consistency between
items’ records on the blockchain and its physical existence. Permissioned blockchain will bring such
opportunities to auditors: Develop guidelines for blockchain implementation (from the perspective of
auditors); Leverage knowledges and experiences on accounting and audit to provide professional
advice for improvements of the blockchain consensus protocols; apply their business networks to
build a blockchain to meet market demand; participate as a planners and coordinators of potential
participants of a permissioned blockchain; use their professional experiences of IT auditing to
facilitate the internal control in the blockchain sector, for example, the integrity and security of
transaction and item information/data on the blockchain; provide third-party’s independent scoring
to different blockchains and serve as administrators of the blockchain. A paper from Deloitte official
website [10] also proposed a key improvement that a blockchain will bring to auditors. Blockchain
will make it more efficient and less errors. In the past, the collection of data is a key problem for
auditors, it cost much time and much error in the collection process. Auditors cannot fully use their
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accounting and auditing expertise to have control on the bigger picture. With new technologies, this
problem can be alleviated. For example, robotic process automation can accelerate and standardize
traditional audit process, while artificial intelligence (Al) and analytics help auditors to understand
the data population more directly and point out correlations, anomalies, and outliers, thus risk
identification and focusing on what is the most important will also be improved.

Then comes to the financial industry, with the increasing application of big data analysis, those
new data-driven auditing technologies is popular among firms and governments, and the development
of blockchain technology will also greatly influence the auditing industry [11]. A new blockchain
structure has been built to decrease the cost of replacing current information system, which will help
auditors to get credible digital audit evidence more convenient. Auditors will be able to conduct
consecutive audit work for customers without spending large money on the software integration [12].

2.4. Challenges That Faced by the Field of Accounting and Auditing

The interview with Jon Raphael [3] not only mentioned about blockchain’s power of reversing the
accounting and auditing industry, but also bring some threat. For example, since data of all transaction
are open to all nodes on the blockchain, firms cannot generate benefit from them because everyone
know all data.

Different kind of blockchain will not only have different improvement to auditors, but also cause
different challenges to them [9]. | have mentioned about this paper.

For example, permissionless blockchain’s challenges to auditors: No reversal of erroneous
transactions (though this is low possibility); no authority to verify the items recorded on the
blockchain and to report and tackle cyberattacks (though there are methods that make sure the safety
of the blockchain); Data leakage because of clients’ loss of private key is also noteworthy.

Challenges from permissioned blockchain: Auditors should have good grasp on various
blockchain technologies; it’s difficult to reach a consensus between all users (and the consensus itself
will change as time passes), when the auditor is managing the organization through the blockchain;
audit transaction linked to a side agreement that is ‘‘off-chain’’; hard to solve the problem that
sometimes there is a centralized authority that overrides all other nodes of the
blockchain(theoretically, the blockchain is decentralized, but this kind of problem is possible in some
situation).

3. Conclusion

This essay has reviewed papers related to three applications of blockchain on accounting, auditing,
and accountability. First, for the new record-keeping system, blockchain has disruptive effect on
traditional audit work and will reverse the traditional auditing. Second, for the fraud-tackling,
blockchain’s refinement to the triple-entry bookkeeping and its nature of decentralization reduced the
possibility of fraud, especially management fraud. Third, both permission-less and permissioned
blockchain will provide more opportunities for auditors (different form permissionless and
permissioned blockchain). Finally, challenges that auditors may face includes: permissionless and
permissioned blockchain’s challenge that mentioned, and its thread of data’s opening to the public
(this may threat to firms’ decisions).
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